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Chapter 3: Objectives

After completing this chapter, you will be able to:

= Explain the role protocols and standards organizations in
facilitating interoperability in network communications.

= Explain how standards are established using the Request for
Comments (RFC) process.

= Explain how devices on a LAN access resources in a small-to-
medium-sized business network.
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Protocols

Rules that Govern Communications

Content Layer | Where is the café? |
..\E_f

Conversation protocol suite

1. Use a common language

2. Wait your turn Rules Layer
3. Signal when finished

Physical Layer

Protocol suites are sets of rules that work together to help solve a problem.



Protocols

Network Protocols

= How the message is formatted or structured

= The process by which networking devices share information about
pathways with other networks

= How and when error and system messages are passed between devices

= The setup and termination of data transfer sessions



Protocols

Interaction of Protocols

= Application Protocol — Hypertext Transfer Protocol (HTTP)
= Transport Protocol — Transmission Control Protocol (TCP)
= Internet Protocol — Internet Protocol (IP)

= Network Access Protocols — data link and physical layers



Protocol Suites

Protocol Suites and Industry Standards

Protocol Suites and Industry Standards

Novell

TCP/IP ISO AppleTalk Netware

HTTP ACSE

DNS ROSE

DHCP TRSE A BB

FTP SESE

TCP Lty ATP AEP —

UDP TP3 TP4 NBP RTMP

IPv4 IPv6
ICMPv4 %?Nggmg AARP IPX
ICMPV6
Ethernet BER Frame Relay ATM WLAN




Protocol Suites

Creation of Internet — TCP/IP Development

= The first packet switching network and predecessor to today’s Internet
was the Advanced Research Projects Agency Network (ARPANET),
which came to life in 1969 by connecting mainframe computers at four
locations.

= ARPANET was funded by the U.S. Department of Defense for use by
universities and research laboratories. Bolt, Beranek and Newman (BBN)
was the contractor that did much of the initial development of the
ARPANET, including creating the first router known as an Interface
Message Processor (IMP).

= In 1973, Robert Kahn and Vinton Cerf began work on TCP to develop the
next generation of the ARPANET. TCP was designed to replace
ARPANET's current Network Control Program (NCP).

= |n 1978, TCP was divided into two protocols: TCP and IP. Later, other
protocols were added to the TCP/IP suite of protocols including Telnet,
FTP, DNS, and many others.
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Protocol Suites

TCP/IP Protocol Suite and Communication

mm
[ owce Y ror QY TP
==




Standards Organizations

Open Standards

= The Internet Society (ISOC)
The Internet Architecture Board (IAB)

The Internet Engineering Task Force (IETF)

Institute of Electrical and Electronics Engineers (IEEE)

The International Organization for Standards (ISO)

$IEEE T
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MANUFACTURERS & SUPPLIERS
OF GLOBAL NETWORKS
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Standards Organizations

ISOC, IAB, IETF and IRTF

Internet Society (ISOC)

Internet Architecture
Board (IAB)
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Internet Engineering Task Force (IETF)

Internet Engineering

Internet Research Task Force (IRTF)

Internet Research
Steering Group (IRSG)

Steering Group (IESG)
1
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Group #1 Group #2 Group #3 Group #1

Research
Group #2

Research
Group #3
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Standards Organizations

IEEE

= 38 societies

= 130 journals

= 1,300 conferences each year
= 1,300 standards and projects
= 400,000 members

= 160 countries

= |EEE 802.3

= |[EEE 802.11

IEEE 802 Working Groups and Study Groups

802.1 Higher Layer LAN Protocols Working Group
802.3 Ethernet Working Group

802.11 Wireless LAN Working Group

802.15 Wireless Personal Area Network (WPAN) Working
Group

802.16 Broadband Wireless Access Working Group
802.18 Radio Regulatory TAG

802.19 Wireless Coexistence Working Group

802.21 Media Independent Handover Services Working
Group

802.22 Wireless Regional Area Networks

802.24 Smart Grid TAG




Standards Organizations

ISO Reference Model

7. Application
6. Presentation

5. Session

4. Transport

1. Physical



Standards Organizations

Other Standards Organization

= The Electronic Industries Alliance (EIA)

The Telecommunications Industry Association (TIA)

The International Telecommunications Union — Telecommunications
Standardization Sector (ITU-T)

The Internet Corporation for Assigned Names and Numbers (ICANN)

The Internet Assigned Numbers Authority (IANA)



Reference Models

Benefits of Using a Layered Model

A networking model is only a
representation of a network operation.
The model is not the actual network.

OSI Model TCPI/IP Protocol Suite TCP/IP Model
ipplication 7

~ Presentation HTTP, DNS, DHCP, FTP Application

Session

z e (e ]
PPP’ Frame Relay'
f r——— Ethernet
| Physical |

Network Access



Reference Models

OSI| Reference Model

OSI Model

. Application
6. Presentation
5. Session

4. Transport

2. Data Link
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Reference Models

TCP/IP Reference Model

TCPI/IP Model
Application Represents data to the user, plus encoding and dialog
control.
Transport Supports communication between diverse devices across
diverse networks.
Internet Determines the best path through the network.

Controls the hardware devices and media that make up the

Network Access e




Reference Models

Comparing the OSI and TCP/IP Models

OSI Model TCP/IP Model

2. Data Link
Network Access
1. Physical
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Why RFCs
Request for Comments

These are some of the current RFCs for common TCP/IP protocols:
HTTP — RFC 2616

DHCP — RFC 2131
IPv4 — RFC 791
IPv6 — RFC 2460



Why RFCs

History of RFCs
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Why RFCs

Sample RFC

RFC 1918 Private Address Space

NAT

Internet

ISP3 NAT
ISP 2

ISP 1

172.16.0.0
192.168.1.0 Private Net
Private Net
172.16.0.7

192.168.1.1 172.16.0.6

. 192.168.1.3 . 1172.16.0.4
172.16.0.1

192.168.1.2

Private address spaces are 172.16.0.2

reserved for internal networks 10.0.0.1
only. For a packet to be
forwarded across the Internet,
NAT is required to forward
packets with a private address.

10.0.0.6

10.0.0.5

10.0.0.3  40.0.0.4 Private Net



CU - Using Requests for Comments

RFC Processes

( IETF

[ IAB

[ IRTF
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Internet
Standard
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RFC Processes

RFC Types

= |nternet Standard

= Best Current Practice (BCP)
Example of an RFC
= Informational { Previous internet draft J \
| information [ Category or status
= Experimental N
t f] |[d ft- tf- ra=...J| [DAxrrl)] [Dirfs 1t
= Historic

{ IETF working group ] BEST CURRENT PRACTICE
L ‘ RFC number If errata Brsasy Pwdat
V4 ‘ exists —1L. .

- . g -— Y. Rekhter
Network Working Groug ) R
Request for Comments: 1918 1sco Systems

Mos kowil
Obsoletes: 1627, 1597 < B. Moskowitz
BCP: 5 Chrysler Corp.

PR E——
. D. K n
Category: Best Current Practice Authors " i
RIPE NCC
/ , 3 G. J. de Groot
If it obsoletes

gl RIPE NCC
[ Type of REC ] k existing RFCs | P. Lear

Silicon Graphics, Inc.
February 1996

A

Address Allocation for Private Internets
#

1 |
[ RFC name { RFC date
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Data Encapsulation

Elements of Communication

Message Signal Signal Message
»  Encoder » Transmitter ® Transmission » Receiver ® Decoder »
o ogun et
“The Channel"

Destination
Decoded



Data Encapsulation

Communicating the Messages

= Segmenting message benefits
- Different conversations can be interleaved
* Increased reliability of network communications

= Segmenting message disadvantage
* Increased level of complexitv

Segmentation - breaking
communication into pieces.

B




Data Encapsulation

Protocol Data Units

Data

Segment

Packet
Frame
Bits

Encapsulation

Email Data Data
Data Data
. Segment
Transport
header
Network | Transport
header | header e
Frame Network Transport Frame Lumo (medium dependent)
header header header header
1100010101000101100101001010101001 Bits

& -

Passing
down the
stack.




Data Encapsulation

Encapsulation

Protocol Encapsulation Terms

R | e
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TCP Segment

IP Packet

Ethernet Frame

Web
server

Data

Web

Client



Data Encapsulation

De-Encapsulation

Web
Server

Protocol Encapsulation Terms

010101101010010111101101010010

Web
Client




Moving Data in the Network

Network Address and Data Link Addresses

Network Addresses and Data Link Addresses

Physical Data Link Network { Transport ] Upper Layers
S Destination Destination and o |
Timing and Ta Gt source logical Destination and Encgde_d
synchronlzatlon physical S source process | application
bits SHES SRR number (ports) | data




Accessing Local Resources

Communicating with Device/Same Network

Data Link Network Layer
— Ethernet Frame Header ‘ IP Packet Header
Destination Source Source Destination

. . Data
CC-CC-CC-CC- | AA-AA-AA-AA- Network : Host Network : Host
CC-CC AA-AA 192.168.1. : 110 192.168.1. : 9

PC1
192.168.1.110
AA-AA-AA-AA-AA-AA

FTP Server
192.168.1.9
CC-CC-CC-CC-CcC-CC



Accessing Local Resources

MAC and IP Addresses

Address Resolution Protocol

R1
192.168.1.1
11-11-11-11-11-11

PC1 / wRis
192.168.1.110
AA-AA-AA-AA-AA-AA

PC2
192.168.1.111
BB-BB-BB-BB-BB-BB

FTP Server
192.168.1.9
CC-CC-CCc-Ccc-cc-cC



Accessing Remote Resources

Default Gateway

Getting the Pieces to the Correct Network

Protocol Data Unit (PDU)

Source Destination
Network Device Network Device
192.168.1 110 172.16.1 99

Data

| am the default gateway
for this LAN.

My default gateway is
192.168.1.1.

PC1

192.168.1.110
192.168.1.1
AA-AA-AA-AA-AA-AA 11-11-11-11-11-11
PC2 My default gateway is
192.168.1.111 192.168.1.1.
BB-BB-BB-BB-BB-BB
FTP Server
192.168.1.9

My default gateway is CLROO-CCRC-LC00

192.168.1.1.

s & w3

Web Server
172.16.1.99



Accessing Remote Resources

Communicating Device/Remote Network

Data Link Network Layer

—— Ethernet Frame Header ‘ IP Packet Header

Destination Source Source Destination

. 2 Data
1-11-11-11- AA-AA-AA-AA- Network ¢ Device Network : Device
11-11 AA-AA 192.168.1. : 110 172.16.1. : 99

PC1 R1 R2 Web Server
192.168.1.110 192.168.1.1 172.16.1.99 172.16.1.99

AA-AA-AA-AA-AA-AA  11-11-11-11-11-11 22-22-22-22-22-22 AB-CD-EF-12-34-56




Network Protocols and Communications

Summary

In this chapter, you learned:

Data networks are systems of end devices, intermediary devices, and the
media connecting the devices. For communication to occur, these devices
must know how to communicate.

These devices must comply with communication rules and protocols.
TCP/IP is an example of a protocol suite.

Most protocols are created by a standards organization, such as IETF or
IEEE.

The most widely-used networking models are OSI and TCP/IP.

Data that passes down the stack of the OSI model is segmented into
pieces and encapsulated with addresses and other labels. The process is
reversed as the pieces are de-encapsulated and passed up the
destination protocol stack.



Network Protocols and Communications

Summary (cont.)

In this chapter, you learned:

The OSI model describes the processes of encoding, formatting,
segmenting, and encapsulating data for transmission over the network.

The TCP/IP protocol suite is an open standard protocol that has been
endorsed by the networking industry and ratified, or approved, by a
standards organization.

The Internet Protocol Suite is a suite of protocols required for transmitting
and receiving information using the Internet.

PDUs are named according to the protocols of the TCP/IP suite: data,
segment, packet, frame, and bits.

Applying models allows individuals, companies, and trade associations to
analyze current networks and plan the networks of the future.
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