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Recommended Resources

e CCR Status Update (Janis Megis — Video)
http://tiktube.com/video/GJil3aqniCGJClgqpGnrGznrClGolGlo=

e Dynamic QoS on RouterOS v6 (Valens Riyadi)
http://mum.mikrotik.com/presentations/IT14/valens.pdf

QoS on RouterOSv6 (Valens Riyadi)
http://mum.mikrotik.com/presentations/HR13/valens.pdf

« HTBvs PCQ (Valens Riyadi)
http://mum.mikrotik.com/presentations/HU11/valens.pdf

* QoS and Traffic Priorities (Janis Megis)
http://mum.mikrotik.com/presentations/CZ09/QoS_Megis.pdf

« HTB QoS (Valens Riyadi)
http://mum.mikrotik.com/presentations/US09/Valens-MUM2009USA.pdf
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QoS concept

Fungsi untuk mengukur dan mengontrol komunikasi data

(trafik, paket) pada jaringan, untuk menghindari overload,
atau ada yang memonopoli jaringan, yang berakibat pada
congestion dan performa jaringan yang buruk.

 —



Bandwidth

Untuk apa?
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QoS on RouterOS

* MikroTik RouterOS adalah salah satu
bandwidth management paling canggih, jika
dibandingkan dengan merk lainnya.

* Mengapa?

— Konfigurasi HTB yang mendalam
— Double limitation + Burst

— Ada banyak pilihan dan parameter = packet-mark
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10mbps
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name=User_ A
max-limit=5M

name=User_B
max-limit=5M

10mbps
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MNew Simple Queue

General |.ﬁ.d'-.-'ann:ed Stakistics  Traffic Tokal Total Statistics

Mame: |queuel
Target Address: [192.165.1.2 —
v Target Upload v Target Download
Maz Lirnit: | SM *+ | |5M * | hits)s
— Burstk
Bursk Limik: |unlimited * | |unlimited * | bits/s
Bursk Threshold: (unlimited * | |unlimited * | hits)'s
Burst Time: |0 I 5

% Time
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Besarnya kapasitas maksimum yang bisaJ(
dicapai oleh user tertentu -




Bagaimana jika user
. A tidak menggunakan
internet, user B dapat
menggunakan semua
sisa bandwidth yang
tersedia?
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’ HTB

e Sebagian besar implementasi QoS pada
RouterOS berdasarkan Hierarchical Token

Bucket (HTB)

- HTB memungkinkan kita membuat struktur
gueue berjenjang dan menentukan relasi
antara parent dengan child, ataupun antar
sesama child.

* RouterOS v6 mengenal 1 virtual HTBs (global),
dan satu di akhir setiap interface

 \—




HTB Sample

Parent/ inner queue

Child = leaf queue

QoS on Multicore — Mikrotik Indonesia
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HTB Features

* Hirarki
— Di routerQS, kita bisa membuat hingga 8 level hirarki
* Grouping

 —

— Kita bisa mengelompokkan beberapa client di dalam

satu parent

— Client yang satu bisa meminjam bandwidth dari client

lainnya, jika dibutuhkan dan tersedia

* Tiap leaf queue bisa memiliki setting yang
berbeda. Semua leaf akan dianggap sama, di
hirarki paling bawah



Queue List

Simple Queues  Interface Queues Queue Tree I Queue Types

#]]

|13,’: Reset Counters

| 00 Reset All Counters |

HTB Implementation Example

-

o s—

IName ? |Parent |Packet Marks |Limit At (bits/s) IMax Limit (bits/s) IAvg. R... IQueued Bytes IBytes |Packets | v
% queue 0 ether2 10M  0bps 0B 0B 0 |-
£ queue_1 queue_0 packet_1551 465904 9500k 0 bps 0B 0B 0 ]
S queue_2 queue_1 packet_9220 268289 9600k 0 bps 0B 0B 0
£ queue_17 queue_2 packet_8507 613074 6600k 0 bps 0B 0B 0
% queue_41 queue_17  packet_8440 371117 1800k 0 bps 0B 0B 0
S queue_6 queue_2 packet_2299 687353 3800k 0 bps 0B 0B 0
S queue_18 queue_6 packet_1165 366627 6400k 0bps 0B 0B 0
% queue_23 queue_18  packet_1093 5358294 5400k 0bps 0B 0B 0
S queue_3 queue_0 packet_3333 166813 9400k 0bps 0B 0B 0
S queue_16 queue_3 packet_6309 529294 6300k 0bps 0B 0B 0
% queue_27 queue_16  packet_8970 562428 4600k 0bps 0B 0B 0
% queue_46 queue_27  packet_1154 420425 300k 0bps 0B 0B 0
% queue_31 queue_16  packet_8523 563538 3800k 0bps 0B 0B 0
% queue_37 queue_16  packet_8339 376173 2600k 0bps 0B 0B 0
% queue_40 queue_37  packet_g8521 704484 2M 0bps 0B 0B 0
 queue_42 queue_40  packet_2839 430111 1600k 0bps 0B 0B 0
% queue_39 queue_16  packet_8281 227458 2200k 0bps 0B 0B 0
% queue_22 queue_3 packet_9639 370291 5600k 0bps 0B 0B 0
 queue_43 queue_22  packet_9101 607074 1400k 0bps 0B 0B 0
S queue_8 queue_3 packet_3057 644987 3400k 0bps 0B 0B 0
£ queue_9 queue_3 packet_9444 433143 3200k 0bps 0B 0B 0
% queue_35 queue_9 packet_6835 149412 3M 0bps 0B 0B 0 -
S queue_44 queue_9 packet_6940 508058 1200k 0bps 0B 0B 0
£ queue_4 queue_0 packet_1435 587640 9200k 0bps 0B 0B 0
S queue_S queue_4 packet_8903 661059 M 0bps 0B 0B 0
S queue_13 queue_S packet_8132 746955 7400k 0bps 0B 0B 0
% queue_26 queue_13  packet_8397 692964 4300k 0bps 0B 0B 0
% queue_34 queue_13  packet_1227 483167 3200k 0bps 0B 0B 0
& queue_36 queue_13  packet_7635 412515 2800k 0 bps 0B 0B 0
MTCTCE - Sys-DataCom - Citraweb
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name=User_ A
parent=q_parent
limit-at=5M
max-limit=10M

name=q_parent
max-limit=10M

name=User_ B
parent=q_parent
limit-at=5M
max-limit=10M

QoS on Multicore — Mikrotik Indonesia 16 {
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Jueue Lisk

Simple Queues | Interface Queuss  Queue Tree  Queus Types

| = VY| | i Reset Counters || 0o Reset All Counters
# | [Name Target Address  |Rx Max Limik | Tx Max Limit (R Limit At | T Limit &6 | Parent
........ 0 8q parent 192.188.1.0f24 10M 10M  unlimited  unlimited  none
1 Squeue A 192.168.1.1 10M 10M oM =M q_parent
2 {Saqueue B 192,1658.1.2 10M 10M =M oM q_parent

QoS on Multicore — Mikrotik Indonesia 17
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. Besarnya kapasitas yang dijamin dapat
dlterlma oleh user tertentu selama
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name=User_ A
parent=q_parent
limit-at=3M
max-limit=10M

name=User_ VIP
parent=q_parent
limit-at=4M
max-limit=10M

name=User_B
parent=q_parent
limit-at=3M
max-limit=10M
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| name=User_ A

parent=q_parent
limit-at=3M
‘ max-limit=10M

name=User_VIP
. 4dm bpS parent=q_parent
limit-at=4M
‘ max-limit=10M

name=User_B
3m b PS parent=q_parent
limit-at=3M
max-limit=10M

QoS on Multicore — Mikrotik Indonesia 20



name=User_ A
[ parent=q_parent

limit-at=3M
3mbps max-limit=10M
priority=8

. ‘ name=User_VIP
parent=q_parent
4mbps limit-at=4M 7mbp
max-limit=10M
‘ priority=1

3mbps name=User_ B
parent=q_parent

| limit-at=3M

max-limit=10M
10mbps priority=8

QoS on Multicore — Mikrotik Indonesia 21




Memberikan prioritas untuk user tertentu
. dibanding user lainnya, jika semua limit-at
sudah terpenubhi.

QoS on Multicore — Mikrotik Indonesia
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Queue Parameter

* |imit-at (CIR)

* max-limit (MIR)

e burst (threshold, limit, time)

e queue type (FIFO, RED, SFQ, PCQ)
e parent
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parent max-limit 10mbps

QoS on Multicore — Mikrotik Indonesia
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parent max-limit 10mbp

QoS on Multicore — Mikrotik Indonesia
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parent max-limit 10mbp
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“without parent, with 10mbps link

QoS on Multicore — Mikrotik Indonesia




Tanpa parent,
parameter limit-at dan
priority akan diabaikan.
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HTB Distribution (1)
Name: A @

Parent: interface
Max-limit: 4mbps

Name: B Name: C

Parent: A Parent: A
Limit-at: 2mbps Limit-at: 2mbps
Max-limit: 4mbps Max-limit: 4mbps

If Child B and C use the link, they will have 2mbps each, but if child C is not
using it, child B will get 4 mbps.

MTCTCE - Sys-DataCom - Citraweb 29
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HTB Distribution (2)
Name: A @

Parent: interface
Max-limit: 2mbps

Name: B Name: C

Parent: A Parent: A
Limit-at: 2mbps Limit-at: 2mbps
Max-limit: 4mbps Max-limit: 4mbps

Even the max-limit of the parent is 2mbps, but child B and child C will still get 2
mbps each (total of 4 mbps). If Cis not use the link, B will still get 2 mbps, can not
extend to 4 mbps, because limited by max-limit of its max-limit parent. Max-limit
of parent A should be at least 4 mbps.

MTCTCE - Sys-DataCom - Citraweb 30
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HTB Distribution (3)
Name: A @

Parent: interface
Max-limit: Smbps

T

Name: B Name: C

Parent: A Parent: A
Limit-at: 2mbps Limit-at: 2mbps
Max-limit: 4mbps Max-limit: 4mbps
Priority: 1 Priority: 8

B can extend from 2 mbps to 3 mbps, because parent A still have remaining
bandwidth, and B have higher priority than C.

MTCTCE - Sys-DataCom - Citraweb 31
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HTB Distribution (4)

Name: A 6mbps
Name: C

Parent: interface
Cambps
Parent: A

Max-limit: 6mbps
Limit-at: 2mbps

Max-limit: 4mbps

O

Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps

B, C1, and C2, will get 2 mbps each, as set at limit-at.

Name: C1
Parent: C
Limit-at: 2mbps
Max-limit: 4mbps

Name: C2
Parent: C
Limit-at: 2mbps
Max-limit: 4mbps

Cmbes

MTCTCE - Sys-DataCom - Citraweb

Cmbes
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HTB Distribution (5)

6mbps
Name: C

Cambps
Parent: A

Limit-at: 4mbps
Max-limit: 4mbps

O

Name: A
Parent: interface
Max-limit: 6mbps

Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps

Name: C1
Parent: C
Limit-at: 1Tmbps
Max-limit: 2mbps

Name: C2
Parent: C
Limit-at: Tmbps
Max-limit: 2mbps

2mbes

(2mbes

C1 and C2 can get 2 mbps (max-limit), because their parent ( C) has limit-at 4
mbps.

MTCTCE - Sys-DataCom - Citraweb 33
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HTB Distribution (6)
Name: A
Parent: interface
Max-limit: 8mbps
Name: C
Parent: A

Limit-at: 4mbps
Max-limit: 6mbps

O

Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps
Priority: 1

After all limit-at fulfill, remaining bandwidth will distributed base on priority

Name: C1
Parent: C
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 4

Name: C2
Parent: C
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

Cambes >

MTCTCE - Sys-DataCom - Citraweb
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HTB Distribution (7)
II;l:gﬁ’:t:'Ai\nterfaceé@—ba

Max-limit: 8mbps

Name: C
Parent: A

Limit-at: 4mbps

Max-limit: 6mbps

Priority: 1

/\

Name: B Name: C1 Name: C2
Parent: A Parent: C Parent: C
Limit-at: 2mbps Limit-at: 2mbps Limit-at: 2mbps
Max-limit: 4mbps Max-limit: 3mbps Max-limit: 3mbps
Priority: 2 Priority: 4 Priority: 8

Only priority on client (leaf) will count.
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Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps

PN

HTB Distribution (8)

Name: A
Parent: interface
Max-limit: 10mbps

Name: C
Parent: A
Limit-at: 4mbps
Max-limit: 6mbps

[T~

Name: B1
Parent: B
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

Name: B2
Parent: B
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

Name: C1
Parent: C
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

| Cambes D

-

Combes

All leaf queue will get 2 mbps.

Name: C2
Parent: C
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

Name: C3
Parent: C
Limit-at: 2mbps
Max-limit: 3mbps
Priority: 8

Combes D

Combes >

MTCTCE - Sys-DataCom - Citraweb

Combes >
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Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps

Name: A
Parent: interface
Max-limit: 8mbps

HTB Distribution (9)

v—ﬁ

(_ 6mbps )

Name: C

Parent: A
Limit-at: 3mbps
Max-limit: 6mbps

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 5

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 6

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 2

1mbps

|

Cambes

A — —
Name: B1 Name: B2 Name: C1 Name: C2 Name: C3
Parent: B Parent: B Parent: C Parent: C Parent: C

Limit-at: 1mbps

Max-limit: 2mbps
Priority: 3

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 4

MTCTCE - Sys-DataCom - Citraweb

C1, C2, C3 will get 2 mbps, because they have higher priority than B1 and B2

37



Name: B

Parent: A

Limit-at: 4mbps <4

Max-limit: 4mbps

HTB Distribution (10)

Name: A
Parent: interface
Max-limit: 8mbps

ame: C
Parent: A
Limit-at: 3mbps

Max-limit: 6mbps

— (ambps D
N

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 5

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 6

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 2

| Cambes D

-

Cambes

Limit-at: 1mbps

Max-limit: 2mbps
Priority: 3

2mbps

A — —
Name: B1 Name: B2 Name: C1 Name: C2 Name: C3
Parent: B Parent: B Parent: C Parent: C Parent: C

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 4

C_tmbes

MTCTCE - Sys-DataCom - Citraweb

Cimbps

B get 4 mbps because its limit-at, and then divided to B1 and B2 (2mbps each).
C1 > C2 and C3 because have higher priority.
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Name: B

Parent: A
Limit-at: 2mbps
Max-limit: 4mbps

HTB Distribution (11)

Name: A
Parent; interface
Max-limit: 8mbps

g 4,8mbps )

Name: C

Parent: A
Limit-at: 3mbps
Max-limit: 6mbps

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 8

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 8

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 8

1,6mbps

priority.

-

1,6mbps

Limit-at: 1mbps
Max-limit: 2mbps

Priority: 8

oy oy =8~

A —— ——
Name: B1 Name: B2 Name: C1 Name: C2 Name: C3
Parent: B Parent: B Parent: C Parent: C Parent: C

Limit-at: 1mbps
Max-limit: 2mbps
Priority: 8

1,6mbps

1,6mbps

MTCTCE - Sys-DataCom - Citraweb

1,6mbps

Bandwidth devided equaly to B1, B2, C1, C2, C3 becase they have same
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Tipe Queue

* Simple Queue
* Queue Tree

QoS on Multicore — Mikrotik Indonesia
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Simple Queue

* Mudah digunakan

* Untuk limitasi src-address dan dst-address, dapat
digunakan tanpa fitur bantu lainnya (mangle)

' * 1 rule dapat digunakan sekaligus untuk traffic uplink
dan downlink

e Dapat digunakan untuk melimit total traffic (downlink +
uplink)

* Jika dibutuhkan, dapat memanfaatkan packet-mark dan
juga parent

* Proses hanya dapat dilakukan pada interface virtual
(global)

 —



Queue Tree

Membutuhkan packet-mark untuk menandai
traffic

Dapat digunakan dengan priority dan parent
1 rule hanya untuk downlink atau uplink

Proses dapat dilakukan di interface fisik,
ataupun di interface virtual (global)

QoS on Multicore — Mikrotik Indonesia 42




Packet Flow

FORWARD
] et e e POST
ROUTING |, MANGLE | FILTER ] ROUTING
DECISION [ | FORWARD FORWARD |, | |
“““““““““““““““ .| MANGLE
greene - SEC OUTPUT [ ————- | |[POSTROUTING
PRE | MANGLE || | ROUTING |
ROUTING i INPUT i ' | ADJUSTMENT | '
i (e o : : § | SRC-NAT
: ! FILTER { | FILTER : i |
B el e INPUT : |_ouTPUT || [ QUEUETREE
| | o ! l l | ! GLOBAL
| MANGLE "+ | QUEUE TREE | i MANGLE I : |
' | PREROUTING | ! GLOBAL l | OUTPUT | | SIMPLE QUEUE
' [ CONNECTION | | [CONNECTION | ' ——— A
|_TRACKING || 1 |SMPLE QUEUE | TRACKING | HT
| e L R SoTTe ——— l e e . INTERFACE
INPUT LOCAL | ROUTING OUTPUT
INTERFACE PROCESS DECISION INTERFACE
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MULTICORE?

—
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b Queue & Multicore Processing

* Sebagian besar waktu yang dihabiskan sebuah
paket adalah menunggu dalam queue.

e Supaya tidak memboroskan siklus CPU core
| saat menunggu, core tersebut akan
meninggalkan paket di queue.

* Paket akan diambil secara random dari antrian
untuk diproses pada core tertentu.

* Secara sederhana: queue akan membagikan
paket untuk CPU Core tertentu.

 \—



’ Perubahan Packet Flow

* Pada RouterOS v5.x, paket melalui proses
gueue beberapa kali, sehingga proses
pemilihan core juga terjadi beberapa kali.

* Untuk RouterOS v6, proses QoS dirombak
sehingga proses queue hanya terjadi di suatu
kelompok proses, pada akhir flow.




HTB in RoS v5

Preroutin = | | HotSpot-In Connection Mangle Destination b
9| | = P Tracking Prerouting NAT ar

Input — Mangle Filter

P — Input Input

- T~
= _ — ~ Bridge™ ~ _ I Mangle Filter ,
Forward ~.D e cision — /—+ TTL=TTL-1 + Forward + Forward + Accounting
=
_— ~ Bridge” - _ Connection Mangle Filter Routing
~ ~Decision — - Tracking Output Output Adjustmen
Mangle Source | HotSpot
Postrouting al- NAT NAT

Output —

Postrouting
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PREROUTING

INPUT

FORWARD

OUTPUT

POSTROUTING

HTB in RoS v6

— >

DST-NAT

CONNECTION MANGLE
HOTSPOT-IN =™ “tracking [] PREROUTING
MANGLE | o FILTER HTB GLOBAL

INPUT INPUT (QUEUE TREE)

SIMPLE
QUEUES

BRIDGE j MANGLE FILTER
/ DECISION H Lt k’ FORWARD [P] rorRwarRD [P ACCOUNTING
BRIDGE p| conecrion | I wance | | FILTER ROUTING
DECISION TRACKING OUTPUT OUTPUT ADJUSTMENT
MANGLE HTB GLOBAL SIMPLE
posTROUTING [~  SRCNAT = HOTSPOT-OUT QUEUETREE) [P  QUEUES

QoS on Multicore — Mikrotik Indonesia
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b Queue Tree on Multicore

 Jika ditinjau dari perspektif Kernel,
keseluruhan HTB tree adalah satu queue,
sehingga diproses hanya oleh satu core

- Optimasi seperti yang dilakukan pada simple
gueue akan juga dilakukan pada queue tree.
* Saran:

— Gunakan HTB dengan interface, dan hindari
menggunakan HTB global.

— Gunakan simple queue.

 \—




Queue Change in 6.19

Di RouterOS v6.19, ada pengubahan software untuk
meningkatkan kinerja queue:

Sebelumnya: core akan meninggalkan paket di queue,
dan core lainnya akan dipilih secara random untuk

mengatur paket tersebut

Sekarang: core tersebut tidak hanya meninggalkan
paket, tapi juga harus mengambil paket lainnya yang
sudah ada di queue.

Jika limit di queue belum tercapai, paket yang sama

akan ditinggalkan dan langsung diambil lagi oleh core
yang sama, membuat proses ini jauh lebih cepat.



Lab Test

2 CCR 1036 melakukan traffic generator
melalui 1 CCR 1036, routing mode.

QoS on Multicore — Mikrotik Indonesia
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Test1D: |§

Traffic Generator -

=

[
Port: [ lv
Interface: | }v"
Packet Size: |1480 &
: : | $
Setiap mesin . 2
o« . MEPS: |25 =
m e n g I rl m ka n Tx Template: |templ [ﬂ =
temp2 ]@ s

=]+

K3

1
10 streams §
[
1

(masing-masing

[=]¢

=]+

=14

25mbps), —

‘ Start

R S
. . temp3 [#] &
dari 10 ip address yang == 5+
’templﬂ “El s
b e r b e d a |Seq / jID iTx Rate \Rx Rate lLost Packets 1Lost Rate ! b
’ 121 2 24,9 Mbps 20.6 Mbps 1063 4.3Mbps | |
. . 121 3 24,9 Mbps 20,6 Mbps 1062 4.3 Mbps
menuju 10 ip address Lo aeeel (WAoo
J 121 5 25.0 Mbps 20.6 Mbps 1064 4.3 Mbps
121 6 24,9 Mbps 20.6 Mbps 1062 4.3 Mbps
121 7 25.0 Mbps 20,6 Mbps 1064 4.3 Mbps
a n b e r b e d a 121 8 24,9 Mbps 20.6 Mbps 1062 4.3 Mbps
* 120 9 25.0 Mbps 20,6 Mbps 1064 4.3 Mbps
121 TOT 249.9Mbps  206.0 Mbps 9972 43.9 Mbps |
TOT 0 24.9 Mbps 19.9 Mbps 51 646 5.0 Mbps
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Without any configur

ation

admin@192.168.130.2 (Router-DUT) - WinBox v8.27 04 CCR1036-12G-4S (tile) |

Memory: 3581.2 MIB Upbme:|18:56:45

COU: 0%

QoS on Multicore — Mikrotik Indonesia
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@I[Zl|
Ethernet  EolP Tunnel TP Tunnel GRE Tunnel WLAN VYRRP Bondng LTE
a v (Fing |
Type L2MTU  Tx e FPac ¥
Ethernst 1590 250.2 Mbps 250.2 Mbps »
Ethernet 1550 250.2 Mbps 250.2 Mbps
Ethermeat 1590 — - vhes bbb e
Bridge 1550 2.1 Mbps 79.4 kbps
Ethernet 1590 41.8 kbps 26.8 kbps
Ethernst 1590 41.8 kbps 26.8 kbps
Ethernet 1530 0 bos 0 bos

53



Mangle

e Kita perlu membuat firewall mangle untuk packet
marking jika akan menggunakan queue tree

/1p firewall mangle

add action=mark-packet chain=prerouting \
new-packet-mark=packet-src-0.255 \
passthrough=no src-address=172.16.0.255

add action=mark-packet chain=prerouting \
new-packet-mark=packet-dst-0.255 \
passthrough=no dst-address=172.16.0.255

e Korelasi antara packet-mark dan cpu-load?

 \—




Conn-Mark?

* Tidakkah seharusnya kita menggunakan
connection-mark sebelum packet-mark di
firewall mangle?

* Ya.
Tapi di lab-test ini kita ingin melihat seberapa
banyak CCR dapat bertahan sehubungan
dengan jumlah packet-mark

Later, [ test with conn-mark, almost same result.
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Firewall - Mangle

— L

Firewal EIIII
Filter Rues NAT Mangle Service Ports Connections Address Lists  Layer7 Protocols
a9 ‘—I §¢x| ”“ ? ‘oo Reset Counters I 00 Reset Al Counters ’ Find al E
# | Action Chaln  Src.Address  [Dst. Address  Prok.. Src.Port  |Dst.Port [In. Int... |OutY
77 # ma... prerouting 172.16.1.125 *
4+ S ma... prevouting '2.16.1.1249
775 S ma... prerouting 172.16.1.124
776 #ma... prerouting 172.16.1.123
777 Zma... prerouting 172.16.1.123
778 #ma... prerouting 172.16.1.122
779 S ma... prerouting 172.16.1.122
760 S ma.., prerouting  172.16.1,121
781 < ma... prerouting 172.16.1.121
782 Zma.., prerouting 172.16.1,120
783 < ma... prerouting 172.16.1.120
784 < ma... prerouting 172.16.1.119
765 S ma... prerouting 172,16.1.119
786 #ma... prerouting 172.16.1.118
787 S ma... prerouting 172.16.1.118 .
+ »
1024 items (248 selected)
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CPU Load

Graphs
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608 Mangle - 48% CPU Load

admin@192.168.130.2 (Router-DUT) - WinBox v86.27 on CCR1036-12G-4S (tile)
Memory: 3560.9 MIB Upbme:|19:29:2 Hde Passwords B (1) |

=] E3 [Ox! =] E3)
Interface ]E&mnot EolP Tunnel 1P Tunne! GRE Tunnel VLAN YRRP ... Smple Queves  Interface Queues  Queue Tree \Queuo Types ]7\ Find
?] ]7| % a l? -|-H—\ v [xl [VI 00 Reset Counters | 00 Reset Al Counters | Find __||Tcru Load... T|[IRQ(%) | ¥
Name [[Ir « [Rx TxPac... RxPac... TxOro v | [Name / |parent [packer... [Limit A% (... Max Umi... Avg. R... Queued Bytes ¥ Eg:gg Zg 23
R #ipethert 248.6 Mbps  248.3Mbps 56734 56653 * & quzoe-ds... dobal packet.. 20M  Obps ol cpu21 97 95
R 4ethers 248.3Mbps  248.6Mbps 56651 56732 B & queus-ds... gobal packet.. 20M bps ' cputa % a6
RS sivetherl2 7.6Mbps  320.3 kbps 647 529 & queoe-ds... dobal et. 20M  Obps 0 cpus ap a8
R flbridge-re... 7.6Mbps  255.5 kbps 641 520 8 quzu=-ds... dobal packet.. 20M  Obps L cpul & a2
RS  eivetherl0 14.9kbps  27.0kbps 2 3 & qu=o=-ds... dobal acket., oM bps ) - 89 a1
RS svethertt 14,9 kbps 27.0 kbps 26 3 & queoe-ds... dobal 20M  Obps L cpud 88 82
4dather2 0Obps Obps 0 0 & qu=u=-ds... dobal 20M ) bps ) oot 88 83
svethers 0bps 0 bps 0 0 |x  fqueus-ds... gobal packet 20M 0 bps 0 c::u35 88 88
slpctherd 0bps 0 bps 0 0 : 8 qu=ue-ds... dobal packet., 20M Jbps a cpu32 a4 22
CE*ed"erS Obps 0 bpS 0 0 a peus-ds... dobal ke, 20M bps ) cpu24 83 83
sivether? 0 bps 0 bps 0 0 & queve-ds... global packet.. 20M) 0 bps | cpus 83 73
¢idethers 0bps 0bps 0 0 8 qu=u=-ds... dobal packet.. 20M J bps J cpu3 at 75
¢ivetherd 0bps 0 bps 0 0 | | & qu=u=-ds... dobal acket., 20M  Obps 0 cpu23 5 66
#lpsfpl 0bps Obps 0 0 :J-:.: ds... dobal packet.. 20M Jbps 0 cpud+ o 65
Py | queus-ds Jobal nackat,, 20M bps I—
p » . » cpus 35 4
Firewal |0 it Ezzg :g 33
Fier Rues NAT Mangle | Service Ports Connections Address Lists  Layer7 Protocols Egzg 9 ]
&+ E D [: :‘ Ioo Reset Counters ] 00 Reset All Counters | | Find all |$| Name L JUS“?" l hd cpuzs 19 0
LY.} bridging 0.0 cpu2B 19 0
‘Action  Chain |Src, Address |Dst Address  Prok... Src.Port  |Dst, Port In Int... IOU:' brest 0.0 cpu3o 19 0
2% Ama. prerouting 172.16.0.45 +| | firewal 0.6 cpu33 19 0
413 % Z ma.., prerouting 172.16.0.49 idke 39.4 I cpull 18 0
414 ¥ #ma... prerouting 172.16.0.4 management 041 cpull 18 0
415 % A ma... prevrouting 172.16.0.48 networking 35 | cpulb 18 0
416 S ma.., prerouting  172.16.0.47 | profiing 28| cpuls 18 0
417 #ma... prerouting 172.16.0.47 unclassified 29| cpuls 13 0
418 Zma.. prerowting  172.16.0.46 ||| wirbox 0.1 | cputd 1 4
419 #ma... prerouting 172,16.0.46 cpuze 11 0
420 #ma... prerouting 172.16.0.45 cpu29 8 0
421 S ma... prerouting 172,16.0.45 cpul 3 1
422 #ma... prerouting 172.16.0.44 cpu? 0 0
423 S ma... prerouting 172.16.0.44
424 #ma... prerouting 172.16.0.43




640 mangles = 100% CPU load

Memory: 3561.8 MB Uptime:[19:34:5

CPU:|100%

Hide Passwords M () ¢

(T[] ][ =] E3)
Interface | Ethernet EolP Tunnel IP Tunnel GRE Tunnel YLAM YRRP Simple Queues  Interface Queues Queue Tree | Queue Types
IEI E] \z] E E Ig @ ’ 00 Reset Counters I ‘ 00 Reset All Counters ‘ I Find l ICPU [Load \‘lIRQ (%) H v
0 100 99
[Name H .ITx \‘le ITx Pac... IRx Pac... |Tx Dro| ¥ IName ? |Parent IPacket. o0 |Limit At(... IMax Limit. .. IAvg. R IQueued Bytes v Eg:l 100 99
R <ivetherd 178.0Mbps  176.2Mbps 40451 40022 |«[f[< queue-ds... global packet... 20M  0bps | | PP 100 100
R eether 176.2Mbps  178.1 Mbps 40023 40453 & queue-ds... glabal packet... 0 bps Ol cpu3 100 %
R 4tbridge-re... 713.3 kbps 36.6 kbps 68 76 & queue-ds... global packet... 0 bps 0 cpud 100 100
RS eivether12 666.0kbps  55.4 kbps 65 a0 & quee-ds... global packet... 20M 0 bps S ceus 100 100
RS ¢%etheril 15.5 kbps 31.3 kbps 27 3 2 queue-ds... global packet... 20M 0 bps 0 pub 100 100
RS CE*etherlO 15.0 kaS 22.3 kaS 26 2 ‘ qI_IE‘.I_JE‘-dS, " |;||Cxt1.3| [:I.fil:l‘ ‘e 20M 0 0 CpU? 100 100
<4ivether2 0bps 0bps 1] 0 % ¥ queue-ds... global packet... 20M 0 ous 100 100
4ivether 0bps 0bps 0 ] %  #queue-ds... global packet... 20M 0 cpug 100 100
eivethers 0bps 0 bps 0 0 % #queue-ds... global packet... 20M Y cgum 100 100
4ivethers 0 bps 0 bps 0 0 & queue-ds... global packet... 20M 0 coull 100 100
eivether? 0 bps 0 bps 0 0 8 queue-ds... global 20M Y cﬁum 100 99
eivethers 0bps 0bps 0 0 & queue-ds... global C 20M Y cpul3 100 100
<ivethers 0 bps 0 bps 0 0 || & queue-ds... global packet. .. 20M L cpuld 100 100
<isfpl 0bps 0bps 0 0 #& queue-ds... global packet... 20mM 0 cpu15 100 100
4i9sfp2 0 bps 0 bps 0 0 — #& queue-ds... global packet... 20M oIl P 16 100 100
' cFna N hne fLhne n n il Moicicde  alobal mackat 0 o * ||| Py
. » « [» cpul? 100 100
ed 0 packets queued cpuls 100 100
e m] jor d cpu19 100 100
Filter Rules  NAT Mangle | Service Ports  Connections  Address Lists  Layer7 Protocols [O][x] Egzg? igg 133
E E @ ‘ 00 Reset Counters I I 00 Reset All Counters I [Fing | [al |+ INa_me_’ + |Usage I [~ cpu22 100 100
bridging 0.0 cpu23 100 99
# | IAction IChain ISrc. Address IDst_. Add_regs IProt. - ISrc. Port IDst. Port |In. Int... [0ut ¥ | firewall 95,4 Iy cpuz4 100 100
3 ; I'I:I-?. . Elr:?I:rfl:_]El'llg s 172.16.0.68 » .ﬂash 0.0 cpu2s 100 100
r'_"f' L prv'f'v':” {ng f2a 20ROV — idle 0.0 cpuzé 100 100
# ma... prer r_ll_Jt?I'ng o 172.16.0.67 management 0.1 | cpuz7 100 100
; ma... prer ou?rng 172.16.0.66 T networking 3.8 | cpu2s 100 100
e DL profiing 0.3 | cpu2g 100 100
% n.;.?, oo pr f’ *:'IJr-IF“J f£.16.U.09 e ! routlng' . 0.0 cpu30 100 95
o0l |4 ma... prerouting /£.10.J,00 || unclassified 0.0 cpu3l 100 99
382 #ma... prerouting 172.16.0.64 inb 0.0
- Wwinbox . cpu3z 100 100
383 # ma... prerouting 172.16.0.64
= cpu33 100 100
384 #ma... prerouting 172.16.0.63
= cpu34 100 97
385 # ma... prerouting 172.16.0.63 phigpees 100 100
386 #ma... prerouting 172.16.0.62 B
387 # ma... prerouting 172.16.0.62
388 #ma... prerouting 172.16.0.61
389 # ma... prerouting 172.16.0.61 -
‘%QP & ma nrernutinn 172 1A.0.A0 . : v = | I I




What next?

* Test sebelumnya hanya menggunakan packet —mark.
Kita lanjutkan dengan queue tree (512 rules).

e Kita gunakan 512 mangles, 24% CPU load.

/queue tree

add max-1imi1t=20M name=queue-src-1.1
packet-mark=packet-src-1.1 parent=global
queue=default

add max-1imit=20M name=queue-dst-1.1

packet-mark=packet-dst-1.1 parent=global
queue=default




UEUE‘LJ"
Smple Quaues  Interface Queuss Queue Tree IQuoue Types
_'l' |-| ¢“3| a IYI ’ooResetCombers ] 00 Reset Al Counters |

Name Parent Packst.,, . MaxLmit.,. Avg.Rate © |, Bytes Packets
& queve-src-1.3 gobal packet... 20M 20.1 Mbps . 166,6... 35068( &
8 queus-src-1.7 gobal packet. .. 20M 20.1 Mbps . 1866 ... 3508
& queue-src-1.8 gobal packet. ., 20M 20.1 Mbps . 166.,6 ... 350 6¢
8 quaua-src-1.9 gobal packet... 20M 20.1 Mbps . 166.6 ... 3508(
8 queussrc-1.10  gobal packet... 20M 20,1 Mbps . 166.6 ... 3508:
& queue-sic-1.5 gobal packet... 20M 20.1 Mbps . 166,6 ... 3508
8 quaus-src-1.4 gobal packet... 20M 20.1 Mbps . 186.6 ... 3508
& queus-sre-1.6 gobal packet. ., 20M 20.1 Mbps . 166,6 ... 3508:
8 queue-src-1.2 gobal packet... 20M 20.0Mbps . 166,5... 3506¢
8 quaus-src-1.1 gobal packst. ., 2M 20.0Mbps . 166.3... 1189;
aq.nue-src-l.loo dobal packet. ., 20M 2S6bps . 2608
B qu=us Jobal packet. .. 20M J bps . 0B

........ o l"”"l""t" __Obps . ____0B ______

lX lcpeue-cbt 0.10 dobal packet... 20M 0 bps 0B

' a quas-dst-0, 100 Jobal packs ™ bp l:

¢ | ot 10t lelahal |oackas ~r o b o .

K »

{1024 ibems (1 select... |206.l KiB queed |491 packets queued
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CPU Load

Memory: 3561.0 MIB Upbme:|19:44:47 CPU: 43%

* Dengan 512 mangles tanpa queue tree, 24%
CPU load.

* Dengan 512 mangles + 512 queue tree, 43%
CPU Load (hampir 2 kali lipat).

Usage

* Tapi, on Tools — Profile, load
untuk queue masih rendah.

management
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Simple Queue

« Algoritma pencocokan
(matching) telah diubah:

— berdasarkan hash

— proses pencocokan lebih
cepat
— QoS akan optimal pada
perangkat dengan multi core
jika simple queue teratas
(parent) berjumlah minimal
32, sehingga proses tersebut
dapat disebar lebih merata.
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00 Reset £

Rx Max Limit | Tx Max Limit

M
M
™
™
M
M
™
™
™
™
™
M
™M
™
™
™M
M
M
™
™
™
™
M
M
™
™
™
™
™
M
™M
™
™

Simple Queues | Interface Queues Queue Tree Queue Types
4 EAl | T Reset Counters
= Name Target

24967 {8 queues24968 44100218 1M
24968 {8 queue24969 44100219 1M
24969 {Bqueue24570 44100220 1M
24970 8 queue24571 44100221 1M
24571 {8 queue24572 44100222 1M
24972 8 queue24973 44100223 1M
24973 Bqueue24974 44100224 M
24974 {8 queue24975 44100225 1M
24575 {8 queue24976 44100226 1M
24576 {8 queue24577 44100227 1M
24977 8 queue24578 44100228 1M
24978 8 queue24979 44100229 1M
24979 {8 queue24980 44100230 1M
24980 {8 queue24981 44100231 1M
24981 Rqueue24982  4.4.100.232 1M
24982 {8 queue24983 44100233 1M
24983 {Baqueue24984 44100234 1M
24984 {8 queue24985 44100235 1M
24985 {8 queues24986 44100236 1M
24986 {8 queue24987 44100237 1M
24987 {8 queue24988 44100238 1M
24988 8 queue24989 44100235 1M
24985 8 queue24550 44100240 1M
24990 88 queue24991 44100241 1M
24991 8 queue24992 44100242 1M
24992 {8 queue24993 44100243 1M
24993 {8 queue24994 44100244 1M
24954 {8 queue249%5 44100245 1M
24395 {8 queue24356 44100246 1M
24996 Bqueue24337 44100247 1M
24997 88 queue24998 44100248 1M
24998 Bqueue24999  4.4.100.245 1M
24999 {8 queue25000 44100250 1™

25000 tems ) 0 B queued

0 packets queued

N——



Let’s try Simple Queue

* Kita membuat 512 simple queue:

/queue simple add max-1limit=20M/20M
name=simple-queue-1.1 target=172.16.1.1/32

Queue List =] E3

Simple Queues ’ Interface Queues Queue Tree Queue Types

QoS on Multicore — Mikrotik Indonesia

g = ¢ 8 (O | | 00 ResetCounters || 00 Reset All Counters Find
# MName Target Uploa... Dow... . Upload * Download v
8 simple-... 172.16.1.4 20M 20M 20.1 Mbps 20.1 Mbps +
& simple-... 172.16.1.5 20M  20M  20.1 Mbps 20.1 Mbps |
& simple-... 172.16.1.6 20M  20M  20.1 Mbps 20.1 Mbps
8 simple-... 172.16.1.2 20M 20M 20.1 Mbps 20.1 Mbps
& simple-... 172.16.1.7 20M  20M  20.1 Mbps 20.1 Mbps
& simple-... 172.16.1.8 20M  20M  20.1 Mbps 20.1 Mbps
8 simple-... 172.16.1.10 20M 20M 20.1 Mbps 20.1 Mbps
& simple-... 172.16.1.3 20M  20M  20.1 Mbps 20.1 Mbps
8 simple-... 172.16.1.9 20M 20M 20.1 Mbps 20.1 Mbps
8 simple-... 172.16.1.1 20M 20M 20.1 Mbps 20.0 Mbps
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Dengan Simple Queue

Memory: 3553.4 MiE Uptime:|19:50:49 |CPU: 1% F Hide Pass

v

Queue List E E!!

CPU

Load ... ©

—
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o s—

cpuzl
cpuz4
cpuls
cpul

cpu4

cpul?
cpul

cpull
cpuzz
cpuz9
cpu3l
cpu32

26
1

W W W wWwWwws s pO DO

Simple Queues ’ Interface Queues Queue Tree Queue Types

g = & 8 (1 Y | 00 ResetCounters | 00 Reset All Counters Find

# Mame Target Uploa... Dow... . Upload © | Download v
S07 & simple-... 172.16.1.4 20M 20M 20.1 Mbps 20.1 Mbps +*
S06 & simple-... 172.16.1.5 20M 20M 20.1 Mbps 20.1 Mbps .
505 @simple-... 172.16.1.6  20M  20M  20.1 Mbps 20.1 Mbps

S09 B simple-... 172.16.1.2 20M 20M 20.1 Mbps 20.1 Mbps

S04 8 simple-... 172.16.1.7 20M 20M 20.1 Mbps 20.1 Mbps

503 @simple-... 172.16.1.8  20M  20M  20.1 Mbps 20.1 Mbps

501 8 simple-... 172.16.1.10 20M 20M 20.1 Mbps 20.1 Mbps

S08 8B simple-... 172.16.1.3 20M 20M 20.1 Mbps 20.1 Mbps

50z @simple-... 172.16.1.9  20M  20M  20.1 Mbps 20.1 Mbps

510 & simple-... 172.16.1.1 20M  20M  20.1 Mbps 20,0 Mbps
Hanya 1% of CPU Load dengan Simple Queue
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’ Why Simple Queue?

 Jika kita gunakan simple queue, tidak harus
menggunakan mangle (mangle membutuhkan
CPU resources yang besar).

|« Simple Queue di v6 memiliki proses hashing yang
efisien.

* Untuk layanan non dedicated, bisa menggunakan
fitur burst.

* Jika kita gunakan Queue tree, queue dalam satu
interface parent akan diproses hanya oleh satu
CPU core.

 \—




Kesimpulan

* Untuk jaringan dengan bandwidth yang tidak
besar, overloaded network:

— kombinasi packet-mark, dengan
— gqueue tree, HTB, dan burst

e Untuk high throughput backbone:

— gunakan multicore router:
* CCR36—-72core

* Intel base quad core Xeon (8 thread)
— simple queue (no parent)
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Thank you

Comments and suggestions:

Valens Riyadi (info@mikrotik.co.id)
@valensriyadi @mikrotik_id

@ 06

This license lets others remix, tweak, and build upon your work even for commercial purposes, as long
as they credit you and license their new creations under the identical terms. This license is often

compared to “copyleft” free and open source software licenses. All new works based on yours will carry
the same license, so any derivatives will also allow commercial use.
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